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Existing Cybersecurity Matrices
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Mission Assurance Baseline Matrix

• What can we use it for?

– Tailoring Mission Assurance

– Crowdsourcing Mission Assurance

– Tracking anomalies?

– Gathering lessons learned?
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The System Engineering “V”

This is “Principled Design”

Mission Assurance is heavily 

involved in all sides!

Produces excellent widgets

But…

Image Credit: Herman Bruyninckx, used under Creative Commons Share-Alike 3.0 
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Consider the Internet…
…if it were a space acquisition program

From Dr. Erin Ryan, “Designing for Principles”

• Possible Key Performance Parameters:

– The system shall support at least three billion unique users on a 

daily basis

– The system shall support at least one billion unique content 

sites

– The system shall support exchange of at least 200 million rich 

text messages every minute

– The system shall allow users to access sites and content via 

any device that conforms to a few simple communication 

protocols

– Users shall be able to use a protocol-conforming device to send 

1MB of data via the system to any protocol-conforming device 

anywhere on earth in less than one second

– The system shall allow for near-instantaneous search of all 

hosted content

– The system shall support secure exchange of sensitive data

– The system shall achieve 99.9 percent functional availability

• If these had been the KPPs, we could 

reasonably expect that this program 

would either:

– Not have delivered on even a small 

fraction of the performance 

requirements

– Have been cancelled

– Be the most expensive program in the 

history of civilization



5

How Do We Design an Enterprise?

List from Dr. Erin Ryan, “Designing for Principles” and Armin Schulz and Ernst Fricke, “Design for Changeability”

• Balance performance requirements with non-functional requirements such as:

– Independence (Each system function or functional requirement should be satisfied by an independent design 

parameter)

– Integrability (Characterized by compatibility and interoperability) 

– Decentralization (Characterized by a decentralized distribution of control, information, resources, attributes, and 

properties within the system architecture)

– Flexibility

– Adaptability

– Modifiability

– Simplicity

– Modularity

– Scalability

– Redundancy

We need mission 

assurance processes that 

examine these factors!
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How Do We Assure an Enterprise?

List from Dr. Erin Ryan, “Designing for Principles” and Armin Schulz and Ernst Fricke, “Design for Changeability”

• What might and 

Enterprise Mission 

Assurance Baseline 

look like?

• What other things 

should we measure?

Scalability

Modifiability

Modularity

9. Enterprise Segment

• Ensure load testing is planned and applied

• Ensure scalability testing is planned and applied 

• Evaluate if additional units can be manufactured quickly

• Evaluate vertical and horizontal scaling options

• …

• Ensure software changes can be accomplished easily

• Ensure sufficient hardware margin is available for 

upgrades

• Ensure standard ISAM registration decals are applied

• …

• Evaluate conformance to interoperability standards

• Evaluate swapability of components 

• Ensure mass model availability

• Ensure availability of a digital model

• …
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Parting Thoughts

• Leadership in Energy and Environmental Design (LEED) 

– Developed and administered by the U.S. Green Building Council

– Similar models exist (e.g., “meaningful use” funding for healthcare) 

• Allows for an incremental approach to the adoption of enterprise and interoperability requirements

Space System Enterprise Certification
Project Checklist

https://support.usgbc.org/hc/en-us/articles/4404406912403-What-is-LEED-certification

https://support.usgbc.org/hc/en-us/articles/4404406912403-What-is-LEED-certification
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Parting Thoughts

• What About “Inverted V” 

Acquisitions?

• The “Inverted V” uses existing 

solutions to address needs at all 

levels

– Allows for “flow up” of solutions 

into systems into architecture to 

improve the enterprise

• Off-the-shelf solutions

– Obtain readily available, or easily 

modifiable, products or services

• Gaps are flowed back into 

either the regular or inverted “V”
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